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g . Dlstrlbuted Infocentnc Rehable Control Technology (DIReCT) Program 5_? :"ji
~* Quality of lnformatlon (Qol) , o .
- Problem statement measure of Qol . ‘; o
_ - Autonomous Qol computations ‘L
- Qol Demonstratlon Example 1

-~ Strike UAVs exchange posmon mformatnon for colhsnon ‘
avondance ;

- Autonomous detectlon of channel changes i
.~ Qol Demonstration Example 2 ‘

et Tactlcal ISR to Stnke UAV communlcatlon of Combat ID

- Autonomous assessment of Qol of dlscrete-valued data i

‘. Conclusnons and Future Work Dlrectlons B
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Fog of War

“lntelllgence Reports ... @re .
Contradictory, More are False and
Most are of Doubtful Character”

-- Carl von Clausewitz (1780-1831)
- Prussian Military Strategist

*The Light Bridage,” William Simpson

Lack of Situational Awareness,
Limited Reasoning Abilities, and
Information Complexities Will
Increase the Vulnerability of
Modern Unmanned Systems to
Fog of War Realities

. [ A¥A Scientific Systems Company,lnc.] v et

Basic story here is that unmanned systems face the same Fog of War as do any m111tary unit and we -
need to account for it. ) !




s Develop Methodologles and
~ . Architecture's that Enable Smgle i
~and Multi-Vehicle UCAV Systems -
‘to Manage the Information A
Degradatlon Resultmg from the

”’Fog of War

. KeyAreas ’ v gl
— Information Requlrements o

- Qol & Vo! Methodologles : e

- Qol Compatible Architectures

- Qol Degradatmn Opportunities B

[ﬁAScienﬁﬁcSyslemsCompa’ny,!né.]- " 7 S » Nmmcntmgn ‘

T We're developing linf(‘nf'mat_inon mahagéméﬁt tools/alg_brithms to deal vﬁth the Fog of War.
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# Define Coordnated UAY
ConOp
Conrol Architecture for Qol
echnology Developmert

Te

| &% Scientific Systems Company,inc. } . C | NORTHROP GRUMMAN

Eye chart showmg program mputs and outputs and 1dent1fymg the part that w111 be focused onin thls
presentatlon.




' \4f""QueIit'y'"of-iI'n‘fo’rr'na'tio‘r‘l (Qol)

¢ Consider three’ target location sensors A, B and C

. True target location is a delta function at Xo

. Localion -

. Whlch sensor is gwing better quality lnformatlon ?

. ‘Sensor A is better than Sensor B since it has lower variance :
Sensor A is better than Sensor C even though Sensor c has lower i
* variance because of its bias - ~

Des:rable Property for Qol measures: If A provndes mformatnon closer
to ground truth than B, then Qol(A) > QoI(B) ‘ i L
[hA Scientific syaems Company,inc.] o S TR ‘ RUMMAN

Basw concept of Quahty of Informatlon many sources w1th dlfferent outputs
whlch 1is better? ‘ o , ‘

‘,'Pagéé ,‘




Qol Measure — Kullback-Leibler -

Kullback-Leibler (KL) information Distance o }VSh . ooy
. . " Shannon entropy is
equal to -K(f,u)

K ( f, g? = j f (x) log (lg(—((—i—;)dx | wh'ef"eu‘ is,un‘if‘ox;'injpdf

Important properties:

K measures information distance -
between densities, and is always
greater than or equal to zero.

_ K(f.8)20
K is zero if and only if f(x) = g(x).

K(f,g)=0§:> f=g

( &% Scientific Systems Company,inc. } S ‘ mm

Information theory way to measure differences in prob:ability density ”

functions.




Qol Measure KL Dlstance

. More generally, consider random variable |
x wrth pdf fand a sensor for x with pdf g

oI g is equal to f, then sensor is provrdmg
complete mformation.

* K(f.g) is zero in this case .'

_*¥f gisnotequalto f, then sensor is not
providrng complete mformation

v

. K(f g)is strnctly posrtrve in this case. o e

" ‘When we say that a sensoris’ provrdmg nformatron of hil h uali we
| really mean that the sensor is providing rnformatron that is close i in -
| some sense to the ground truth.

S1Kfa)isa measure of the miformatron bemgsupplred bv the sensor as
3 compared to the qround truth f.

1IK is thus a measure of Qol

(&A Scientrﬁc wstems Compmy,lj

_ Apply that distance measure to Quality ofInfonnation ‘

N
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Qol Computatlon

. Suppose f and g are Gauss:an , ‘. i
_____ v _l = lb—w SPA Y
f( ) (h’d tP)nH CX[{ 2(x a)T (X (l)

vg(x)=(2”T;Q);,géx:(—%(x—kb)TQ '("_;b)) ' fA. N

~*Then, ‘
K(.g)=10 f;tg Lnfpe-)- +;Tr(Q( Ha-ty)

* Quadrature formulas can be used in general case.

. Suppose f and g are discrete probability distributions. Then KL is

justasum 1
K(f.8)= Zﬁlog( *)

k

(& Scientific Systems Company,nc. ) ‘ u NORTHROE CRURMAN

One way to implement the measure




| 'Family 6f‘ le Me‘a‘éur:es'} |

e Genéral form of'inf'or‘matioh disténée r'neas'u'res‘ (Csiszér, 1967} '

P, .‘ f convex, §inbreasmg and E .‘
d(p ,,p 2) g[ l:f ( P, JD ~denotes expectatlon R S

. . Séme special cases that willbeconsidered D R =
, Variatlonal Dlstance R 3’1 o KL Information k
f(x)={l x| gl)= x/2 Coel f (x)——Ing, gx)=x

i KL Dlvergence
d NAE x dx
(p. pz) Ilp.() Pz( ] f(x) (x-Dlogx, g(x)=x
Bhattacharyya Distance 7 . Chernoff Distance -

f(x) ~w/_g(x)—-]og(—x) f(x)“ ,g(x)——-log(—x) 0<r<1

: Ao =-tod p,(x)pz(x)dx) d(p.,p,)-—log( jp,(x) ) )

(& Scsenﬁﬁcwstmcompany,mc.] PR R L moarRor

' Several approaches to measuring information distance.

; I;agé‘:-IO -
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High-Altitude Endurance ‘
ISR Platform

. Moving Target
Exploitation (MTE)

Targeting )
Cues/Tracks,
Features

( &% Scientific Systems Company,inc. }

-+ SAR Spot Image

* WTE Fusion
» TargetlD

Challenging information scenario ‘
-tiered: multiple levels and sources of information
-Time-critical: timeliness is an important factor

A1



 Qol -DemOnsti‘aﬁon» Exanipie 1

'« Digital communication system consists of -

l ST P Receiver
- Encoder 3

“Transmitter [~ Eha

SrkeUAVY

' 4 ThIS example focuses on the effect of changes in channel

intervals for colhsion avoidance

- Can stnke UAV 2 detect channel changes using Qol measures ? o

Stnke UAV 1 transmits lts posntion to Strike UAV 2at regular tlme .

Changes in channel causes dlstortlons in recelved slgnal ‘ L

[AVAScientiﬁcSystemsCompany,lnc;] S c mnmw _

- How might these concepts be abplied tvoa‘sim‘ple communication system -

'Page»l'z



" Qol Demonstration Example 1 _(Cbnt.)

. Small transmission no’ise channel dynamics cﬁénges abruptly at t=100

-0.5

X-pasiiono* UAV 17
o

| ww» W\J\x» W«

T
"

4

i

Expt. Conditions:

VAV 1 transmits (x,y)
position at 50Hz

%’r ”\,ﬂ IR channel model, order 4
i
I h

o

=T
%@“ﬂ?‘%@{%‘ it

100 2 160 380 . 200 UAV 2 reconstructs signal
: ' from received data
E 1 ,' | IMM-KF for reconstruction
: . \ }c kﬁ ? . F )
s o/(;\‘ W} J '(‘IP w Mﬁ ,f}/ |] ﬁ \;J “ﬂ iqures: ‘
:g_, j ! \i Blue line is true position
R (transmmed signal)
' -z
80 ao 100 180 200 Red line'is reconstructed
) . signal
2.: { ‘ # "‘"PA\/\F ‘ . | oQet
< ,‘5k' r ] KL increases/Qol goes
Ny ' | down when channel
o.5F L : : le l 1 changes
o 20 40 80 'éo 100 120 0 e eo The initial K.L .tfa'fﬁe." tis
. Samples due to IMM initialization
{ &¥a Scientific Systems Company,inc. } Wf‘l‘m"’
L =T Thntegraved Systerns:

Simulation data showing measurement of QoI when comm channel degrades

vPage 13
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X-postiono’ UAV 1

..u

Y-posiion o UAV 1
=
,,{g;
§
2;._
2%«
=
%—f
“e&
‘“3;

(% Sctenbﬁc Wslems Comp.uiy,lnc. )

.. Samples

-5t
[} . 100 120 180 180
. ) , v - " I - g -
2| L
215 . : s 4
osp - ) ) N
i Lo .'th Al : s . . i
0. 20 40 @0 80 100 - 1RO 140 180 180 200

‘Blue line is true posmon '

 Red line is reconslrucled

KL increases/Qol goes o
- down when channel )

Exgt. COnditIons k
IIR channel quel, order 4.

UAV 1 transmits {x,y)
position at 50z -

UAV 2 feconstricts signal
from received data

IMM-KF for feconstfuctiqn
_Figures: )

(lransmnted signal)
signal . RS

changes

The initial KL transient is
due to IMM initialization

S'imuIa‘tiOn data showing meésurement' of QoI when comm channel degrades

| Page]4
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.m,.
3588

. Xepostiono!UAV 1

[}
]
o

Y-postion ¢ UAV_1
°

[
-3
o

Qol Demonstration E*a’rhble_ 1 (Cont.)

¢ 8

'
<]

g8

1
[ - ")
T

1\

0

{Li% Scientific Systems Company,inc. ]

Large trans’mission noise, slow channel change starts at t=1 0(_)

‘K:f‘.“» JWWM

120 140 160 180 200

Ex' t. Conditions:

_}IR channet model, ordér 4

UAV 1 transmits (x,y)
position at ngz

UAV 2 reconstructs signal
from received data

IMM-KF for reconstruction

" Figures:

Blue line is true position’
{transmitted signal)

Red line is reconstructed
signat

" Qok

KL increases/Qol goes
down when channel
changes

Small delay in detecting
change

Ammmp MAN

»_/.‘-- - hmcds;qm—

BN

Simulation data shoWing measurement of Qol when comm channel degrades




. Receiver
~=» trom AOC - 1
‘_Decoder '

MTE/SAR
ATR Fusion

. COmbat D calculations on-board Tactlcal ISRs ’ A
T Collect and fuse MTEISAR EO/IR data — ATR Fusnon
- Fuse ATR output wnth intelllgence reports from AOCIABCCC

e Can stnke UAV determme Qol of Combat iD recelved ?

o

* Strike UAV ‘l

Strike UAV receives COmbat
ID from Tactical ISRs

"} Modeled o
using - '
: stochastic 1O

. automata

’leScnenhﬁchtamsf‘ p ,,lnc] o o  NORTHROP GRUMMIAN

-

" Two sources of combat identification (friend/foe); what is the value of each?

Pagel6
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" Qol Demonstration Examplé 2 (Cont.)

[=]

. s
@

Cembat ID received by UAV ™

Tactical ISR 1/Strike UAV Simulation

Information Received by Tactical ISR

" Combat ID Computed by Tactigel ISR

4 —
Sos . E i
AE 3
® o6
AFb o o 8 .
=
S_E .3 04 e
" s_F * - * - & 02 ’
o—\l ;
(] 20 40 60 80 ) 20 40 60 B8O
Cornbat D Received by Strike UAV Combat iD Estimated by Strike UAV
Cy ;
a - ;
~ S 08 ) :
" [Z£]
06
2
F v v - i ¥ [3 04
\ o2
N ° —
(7] 20 40 60 ° 20 40 60 80

80
Time (sec; Slot Number/128)

(L&¥ Scientific Systems Company,inc. ]

Time (sec; Slot Number/128)

Expt. Conditions:
LINK-16/TDMA network
Scaled time axis
Ground truth is Friend
Two report types from
“AOC & MTE/SAR with
- specified probabilities
Figures: '
Top left: Reports
\received by T-ISR 1
Top right: Combat ID
Bottom Left:
Transmitted symbol
Bottom Right: '
Reconstructed
CombatiD

Simulation results: 'recdristfuctihg fro,m‘interbmitté‘rit information

Page 17 |
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" Qol Demonstration Example 2 (Cont.)

: Infotmahon Received by Tactical 18R

Combat 1D Compited by Tacbcul ISR

-

o

o o

. Probabilities of states
hed

20 -40 60 80

Combat ID Received by Strike UAV

r‘: ‘r.,
8
s
+[CE
2} -
]
%

Combat [D receivéd by UAV .

20 40 - 60 - 80

D @ -

. anvbai iD Estimated by Strike UAV

e o 9o
»

e
N

* Estimated Combat D

) & t-3
20 40 60 80
* Time (sec; Siot Number/128)

(&% Scientific Systems Comgany;lnc.]

——

,°°

.20 40 60 80
- Time (sec; Siot Nu-nbernza)

Tactvcal ISR 2/Strike UAV Simulaﬂon' ATR fusnon process changes at t-50

j Ex| t. CondnlonS' '

LINK-16/TDMA network -
Scaled time axis -

Ground tnith is Fﬁend '
Two report typ‘bs from

" "AOC & MTE/SAR with’

spec:ﬁed probabihties
Figu

i ‘Top left: Repdrts
' ,recelved by TISR2

rTop nght Combat ID

.Bottom Left:
' Transmitted symbol

Bottom Right:

.Reconstructed

CombatiD

i

W&)’M’

Page 18

Simulation results: reconstructing from intermittent information with adropout |




Tactlcal ISR 2/Strike UAV Simulation: ATR fusnon process changes at t-50

Tnclu:al iSRs Trunsmlt Probabiities

|

|

K h : -2 - Qol Demonstration Example 2 (Cont.)
e .

|

\

i

l

28— s -r__u_' e TopFigure:
2} BR2J. e .1 TISRs transmit Combat ID
15 . o l———) probabilities
3 S Dy T 1 Compare each distribution -
I ¥ { : e 1  with uniform distribution
osp : ) L { i 1 Qoldecréases with jump in
PY SN NP ) L . A ISR2
() 10 20 30 40 50 50 70 80 90 100
: . ’ Bottom Figure:
N Tacticet ISRs Tronsmit Symbols o : " . " TJSRs transmit Combat ID
A - - B -~ 2] symbols(ForE)
41 . . : Co :
) l_— Reconstruct probabilities
3 3r L . i i Lt ... 1 with Bayes filter ‘
2t o - A ] P 4 Comapre reconstructed
L : i T ‘ |  distributions with uniform
AN PP A = R ‘ ) Qoldecteaseswnh;umpin
% 10 20 30 4o 50 70 80 . .90 100 ISR2
- Time(sec; Stot mmbetl128) ; :
Time delaysm detection due to low sampling rate
_ Better to transmit probabilities than to reconstruct them at strike UAV
{ 4% Scientific Systems Company,inc. } ‘ ‘ . : mrmop GRUNMMAN




_Conclusions

e bevel‘obed a proo‘edure to aut'onomouslydetermine Qol offreeeiv:ed data.’
' » Uses Kullback Lelbler mformation distance ) ;;V B
. A family of measures appl:cable to different taskslmissions
F) Appllcable to both real-vaiued and dlscrete-valued data . 5 5
. Demonstrated apphcabllity to : '

. real-valued data communication between UAVs ina strike package ‘
for collision avo;dance : .

e Combat ID calculatlon and communlcatlon between AOCIT actlcal ISR

and stnke UAV ..

~+Qol methodology is capable of detecting changes in channel as well as
the source charactenstles : . ,

-+ There is some time delay in detectmg changes because of the iow
' number of Combat ID measurements (received data) .

[IVKSdmﬁﬁcSystsmsCompmy,inc.] S b B . Gob mw
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| Future Work

~ * Detailed modeling of accrual of evidence by Tactical-lSRs .

« How long does it take to bring 'probability, of c{)rrectl_y identifying

target as foe above 0.9999999 or reducing false alarm probability to
less than 106 7 4 o :

» -
-

* How to reduce identification time (hence, overall delay) using
communication among Tactical-ISRs, multiple looks, etc ? -

» How to incorporate ““rules of engagement” into Qol framew‘oik ?
* Detailed modeling of comm. failure mechanisms and their effects on Qol

-+ Demonstration of Qol methodology on a realistic m'iss'ion simulation

{ &% Scientific Systems Company,inc. ] I T N Wﬂ‘::"‘”
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